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Chapter

1

Starting Web Client

Topics:

System Requirements
Accessing the Web Site



System Requirements

The web client supports all major web browsers.
It requires:

*  Web browser with Adobe Flash plugin
* Adobe Flash 10.0 or later

Note: If the web browser has stricter security, you may have to click in the middle of the screen to start the Flash
runtime.

Accessing the Web Site

The Bradmark Surveillance web client is typically hosted on the Central Alerter Server (CAS), in an enterprise
environment, or on the server being monitored.

The default web client port number is 12410. So, for example, you would access the URL:
http://mycas.example.com:12410

If Bradmark Surveillance is running on a custom port (i.e. 12900), then the web client will be available on that port +
7 (i.e. 12907).

The web client is available via TLS (HTTPS), which encrypts communication. By default, going to the HTTP URL
will automatically redirect you to the HTTPS URL.

Related information
Central Alerter Server (CAS) in Concepts Guide


../com.bradmark.nsm_ConceptsGuide_4.7/CAS.html

Chapter

2

Web Client Layouts

Topics: The web client is a tab-oriented, single-document interface (SDI) to provide
) quick access to data spread across an entire enterprise.
¢ Login Screen

«  Main Screen When the web client initially loads, the login screen appears. Once logged

in, the main screen--with tabs for Real-time monitoring, Alerts, and more--is
shown.
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Login Screen

The login screen asks for credentials in order to authenticate you.

Before accessing any information, you must be authenticated to ensure that the proper permissions and preferences
are loaded. The two critical fields are User Name and Password.

—

@2bradmark  Surveillance™

technologies
_—_—

Login My Account About :

Server Login

User Name: | myuser

Password: | e

SAMMName: |DEMO

SAM Host Name: [1ocalhost

SAM Host Port: | 12403

Base Font Size: n Theme: | Light ﬂ

Figure 1: Login Screen Layout

Login Screen

Field Description

User Name Name of the login credentials to use

Password Password of the login credentials to use

SAM Name Name of the SAM (server) to log into. This is automatically filled in. In

advanced configurations, there may be more than one SAM in the dropdown
box to choose from, but this is not typical.

SAM Host Name Host name of the SAM (server) to log into. This is automatically filled in. In
advanced configurations, this value may be changed, but this is rare.

SAM Host Port Host port of the SAM (server) to log into. This is automatically filled in. In
advanced configurations, this value may be changed, but this is rare.

Base Font Size Size (in points) to use for most text in the web client. This can be changed
in the My Account tab after login, but for best results, change it here, if
needed.
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Field Description

Theme Theme (color, etc.) to use in the web client. This can be changed in the My
Account tab after login, but for best results, change it here, if needed.

Connect After completing the User Name and Password fields--and other fields as
necessary--click on the Connect button to log into the server.

Related concepts

My Account Tab on page 16

The My Account tab allows preferences to be changed, affecting the look and behavior of the web client.
Related information

Central Alerter Server (CAS) in Concepts Guide

SAM in Concepts Guide

Main Screen

After logging into Surveilance, the main screen provides access to real-time monitoring, historical data, and alerts.

Real-time Tab

The Real-time tab in the web client provides navigation to SAMs, access to monitoring views, and action buttons to
perform tasks.

@bredmak Surveillance™

"' Sen.. }
v EWORLD Y 2 Yy @ 2 DEMO > SYBLOCALASE = Server Health
v Ep DEMO i
Q?)ALERTER [ Overview ] Timed Events l Engines l Device [0 l Data Caches l Current Running SGL I Mo
i AMNALYZER Recent History
'05 Data Cache Reads f Set
@LlNU}{ Server Health Instance Info S0k
Global 20K
SAREPOS ASE Name DEMO160SPO3
N Processes Host NamelP derno 10k
rSYBASE ) o
Locks Version/EBF 16.0 SP0O3 PLONEBRF 27745 SME T T T
Blocked Processes Engines{Online) 2 l_:.nnﬁn l_:.znﬁn l.::nﬁn
Current Executing Stmits Page Size 4B
Open Transactions Physical Devices 2190.00 MB CFU % (All Engines)
Databases Startup Time Jun 11 2018 1:49AM a0
Segment Usage w0
Device Space Summary
Transaction Log Usage Total Processes 27 0o ' '
106 126 1:46
Systermn Settings Connections 14 Jun 11 Jun 11 Jun 11
Config Change Events Runnable 1
Configured Resources Blocked 4 DiskI0/ Sec
Manitoring Options Suspended a .
Device 10
20
Cache Activity
. . o T T T
Spinlock Activity 106 - 1
Cached Strnt Statistics dun 11 Jun 11 A 11

Figure 2: Real-time Tab Example

Recently Executed Stmits
Procedure Activity


../com.bradmark.nsm_ConceptsGuide_4.7/CAS.html
../com.bradmark.nsm_ConceptsGuide_4.7/SAMInLandscape.html
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This is an example of the Real-time tab. Most databases have a "Health" window to provide an overall view of
availability and performance. The screen is updated automatically every 30 seconds or so. Various items can be
clicked on, and graphs can be scrolled and zoomed.

The Real-time tab contains several parts--as shown in Figure 3: Real-time Tab Layout on page 14--including
the Tree, Action Panel, View, and View Tabs. The Real-time tab toolbar is just above the Action Panel, and the
breadcrumbs are just above the View.

s — - B .
-:@"f‘bradmark Surveillance™ View Tabs
technalogios & /
— EIV...
¥ L7 WORLD = | 2 W H 2 DEMO = SYBLOCALASE = Server Health View
v B, DEMO . / ,
Q?)ALERTER ACtlon Pa{13| [ VEriEY ] Timed Events l Engines l Device [0 l Data Caches l Current Running SGL I Mo
P AMALYZER Recent History
rOS Data Cache Reads / Set
@LINU}{ Server Health 20K
Global 20k
£2REPOS ASE Name DEMO160SP03
Processes Host NameAp demn 10k
vSYEIASE . ]
Locks Version/EBF 16.0 SPO3 PLOXEBRF 27745 SME T T T
Blocked Processes Engines{Online) 2 l_:.nnﬁn l_:.znﬁn l.::nﬁn
Current Executing Stmts Page Size 4B
Open Transactions Physical Devices 2190.00 MB CFU % {All Engines)
Diatabases Startup Time Jun 11 2018 1:49AM 20
Segment Usage
a a a0
Device Space
Transaction Log Usage Total Processes 27 o ) )
106 126 1:46
Systemn Settings Connections 14 Jan 11 Jun 11 Jun 11
Config Change Events Runnable 1
\ Configured Resources Blocked 4 Disk|0/ Sec
Tree Manitaring Options Suspended 0 160
Device 10 a0
Cache Activity
. . o T T T
Spinlock Activity 106 126 146
Cached Stmt Statistics dun 11 dun 11 Jun 11
Recently Executed Stmis

Froceﬂure !C[IVIE"

Figure 3: Real-time Tab Layout

Real-time Tab Toolbar

The Real-time tab toolbar provides buttons for hiding / unhiding parts of the screen, refreshing data, pausing
refreshes, and jumping to other points-in-time.

Icon Action

%3 Hides or unhides the tree of SAMs on the left side of the screen.
r Refreshes the tree of SAMs on the left side of the screen.
&

Hides or unhides the action panel in the middle of the screen.
E& (Second tree icon.)

L Jumps (via flashback) to the point-in-time specified. A popup allows you to
specify the date and time to jump to. A new flashback toolbar appears, while
in flashback mode, to allow you to move backward and forward in certain
time increments.
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Icon Action

= = Pauses / resumes automatic refresh of opened views. The icon changes to
| | | |
@ / @ reflect the current state (paused or resumed).

Refreshes the opened views, in all view tabs, without waiting for the
automatic refresh. This is known as a manual refresh.

4

(Second refresh icon.)

Breadcrumbs

The breadcrumbs, shown just above the View area, provide the context of the opened view. It shows the SAM, the
entity or agent name, and the view name. The breadcrumbs change as you open different views, or as you move
between view tabs.

Related tasks

Using Flashback on page 19
On real-time views, Flashback can take the user interface (UI) back in time to the recent past.

Related information

Real-time in Concepts Guide

Tree
The tree on the left side provides navigation to SAMs (servers), entities (databases), and more.

Action Panel
The action panel, in the middle of the screen, changes according to the context of the SAM, agent, or entity selected in

the tree.

For example, when clicking on an entity (database), the various monitoring views that are available for that database
are shown. Then you can click on a monitoring view to open it and view metrics.

View
A view is a window showing metric data (for monitoring views) or other information.

When you click on a monitoring view in the action panel, a view is opened to show the real-time data.

View Tabs
You can have multiple tabs of views open at the same time.

Each view tab can be a monitoring view or other item, spread across any SAMs or entities in the tree.

The buttions to add or delete view tabs are on the right side of the screen.

Adding a View Tab

2
Click on the icon E& to add a view tab.

Deleting a View Tab

2
Click on the icon ﬂ to delete the current view tab.

Alerts Tab

The Alerts tab shows open incidents in a flat view, by server, or by entity (database).


../com.bradmark.nsm_ConceptsGuide_4.7/Realtime.html

@bradmark  Surveillance”

[’ Sen., ] "Realtime | Alerts

Incidents Servers Entities z

actions &3 =5 Iy I Fiiter Criteria Status: | OPEN ~| Severity: [ARNING or higher [~ |

| Severity Time Message

[] WARNING 2018-06-11 02:07:00 =pid #58 has been blocking 4 processes for 72 seconds thresholds = 0 hlocked processes, 60 seconds).

[] WARNING 2018-06-11 02:07:00 =pid #59 has beenwaiting 72 seconds on spid #58 for table master. locked_tab {update page, PAGE, page=1825, row=0). Bloc
[0 wWARMING 2018-06-11 02:07:00 spid #59 has been blocking 2 processes for 72 seconds ithresholds = 0 hlocked processes, 60 seconds).

[] WARNING 2018-06-11 02:07:00 =pid #60 has beenwaiting 72 seconds on spid #58 for table master. locked_tab {update page, PAGE, page=1825, row=0). Bloc
[] WARNING 2018-06-11 02:07:00 =pid #61 has beenwaiting 72 seconds on spid #5849 for tahle master. locked?2_tab {update page, PAGE, page=2153, row=0). BlC
[] WARNING 2018-06-11 02:07:00 spid #62 has beenwaiting 72 seconds on spid #54 for table master. locked?_tab {update page, PAGE, page=2153, row=0). BlC
O 2018-06-10 21:02:19 Entity DEMO.HISTORY is unavailable, Gonnect Error: 0,

Figure 4: Alerts Tab Example

Alerts can be filtered by status or severity. You can search for text within alerts.

The Alerts toolbar provides buttons for closing incidents, exporting alerts, or jumping directly to a real-time window
associated with the alert, for further investigation.

Alerts Toolbar

Icon Action

R Closes the selected incidents.

Opens the real-time window associated with the selected alert.

k1
k1
Copies the selected alerts to the OS clipboard.
Im Saves the alerts to a comma-delimited (CSV) file, or spreadsheet.
! Searches the alerts for the text specified in the field to the left of the icon.

% Cancels the current search results.

My Account Tab
The My Account tab allows preferences to be changed, affecting the look and behavior of the web client.

Note: These preferences are currently not persistent.

About Tab

The About tab shows the web client version, tracing, and other diagnostic information.

Most of what is shown in the About tab is for product support purposes.

Object Path

DEMO.SYBLC
DEMO.SYBLC
DEMO.SYBLC
DEMO.SYBLC
DEMO.SYBLC
DEMO.SYBLC
DEMOHISTO
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Viewing Metric Data

Topics: The web client provides real-time and historical views into server and

database performance and availability, from anywhere and at any time.
* Viewing Real-time

* Viewing Recent History
« Viewing Long-term History
(Reports)

Click on the Real-time tab, in the upper-right of the screen, to show the
navigational tree, current view tab, and other controls related to monitoring
metric data.

You can click on a view tab, shown in the upper middle of the screen, to jump
directly to that view.
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Viewing Real-time

Real-time metric data can be viewed through graphs, grids, and other visualizations, organized in views (or windows)
on a particular topic, like space usage or running SQL.

Views opened for real-time monitoring are automatically refreshed on a 30-second interval.

Navigating Servers and Entities
Navigation is done using the tree on the left side of the screen.

To navigate to a particular entity (database), you must first find and drill-down on the SAM (server) where the entity
resides. Then the entity will be listed underneath the SAM, below the appropriate agent.

1. Click on the desired Domain in the tree.
The Domain branch opens, expanding to a list of SAMs in the given Domain.

2. Click on the desired SAM in the tree.
The SAM branch opens, expanding to a list of agents running on the given SAM. The action panel displays
actions and views related to the SAM itself.

3. Click on the desired agent in the tree.
The agent branch opens, expanding to a list of entities under the given agent. The action panel displays actions and
views related to the agent itself.

4. Click on the desired entity in the tree.
The action panel fills with real-time monitoring views for the given entity, as well as a Recent History link and
Entity Properties link.

Opening Real-time Views
Once the entity is selected, a real-time monitoring view can be selected from the list shown in the action panel in the
center of the screen.

1. Select the desired real-time monitoring view from the list shown in the action panel.
The real-time monitoring view populates the window on the right side.

Note: The view may take a moment to populate. The window will display Loading. . . while a data refresh
occurs.

2. Select another monitoring view, if desired.
Selecting another monitoring view replaces the current window contents with the new view.

Note: You can open a new view tab if you want to preserve the current view that you are monitoring.

Viewing Recent History

Metric data for the recent past (hours, days, weeks) can be viewed using the same UI as real-time monitoring.

Recent history views answer questions about what happened during time ranges, like Top SQL in the past few hours.
Flashback provides a way to take the real-time UI back to a particular point in time.

Navigating Servers and Entities
Navigation is done using the tree on the left side of the screen.

To navigate to a particular entity (database), you must first find and drill-down on the SAM (server) where the entity
resides. Then the entity will be listed underneath the SAM, below the appropriate agent.

1. Click on the desired Domain in the tree.
The Domain branch opens, expanding to a list of SAMs in the given Domain.

2. Click on the desired SAM in the tree.
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The SAM branch opens, expanding to a list of agents running on the given SAM. The action panel displays
actions and views related to the SAM itself.

3. Click on the desired agent in the tree.
The agent branch opens, expanding to a list of entities under the given agent. The action panel displays actions and
views related to the agent itself.

4. Click on the desired entity in the tree.
The action panel fills with real-time monitoring views for the given entity, as well as a Recent History link and
Entity Properties link.

Opening Recent History Views
Once the entity is selected, you can go to Recent History and see recent historical data.

Determine the starting and ending date and time for the time range you wish to monitor. For example: yesterday
between 14:00 and 15:00.

1. Select Recent History from the action panel in the center of the screen.
The action panel fills with views that can show metric data from the last few days or weeks.

2. Select the desired recent history monitoring view from the list shown in the action panel.
The real-time monitoring view populates the window on the right side. The view still requires a time range before
it can show metric data.

3. Select a starting date and time in the From field.

a) LL 'I..!III
In the From field, click on the little calendar =,
A time selector and date calendar pops up, along with several quick links for common times.

b) Select the date and time for the oldest metric data to find.
¢)

."-_-\".
Click on the green arrow button @ to confirm the new date and time.
4. Seclect an ending date and time in the To field.

a) 1 -I-\.!I“
In the To field, click on the little calendar ===/

A time selector and date calendar pops up, along with several quick links for common times.
b) Select the date and time for the newest metric data to find.

¢)

r'-_-\
Click on the green arrow button !_5 to confirm the new date and time.
5. Click the Go button.
The recent history monitoring view populates with metric data.

Note: The view may take a moment to populate. The window will display Loading. . . while a data refresh
occurs.

Using Flashback
On real-time views, Flashback can take the user interface (UI) back in time to the recent past.
Recent History must be configured for the given monitoring view. This entails turning on the (local) store for the

collections shown in the view, as well as ensuring that the store data retention policy (i.e. 7 days) covers the period of
time of interest.

A real-time monitoring view should already be opened. Flashback will affect the current view tab and any other view
tabs that are open.

1_ L .'.J'“
Click on the Flashback icon = in the web client toolbar.
A time selector and date calendar pops up, along with several quick links for common times.

2. Select the desired date and time.
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-
Click on the green arrow button (_) to confirm the new date and time.
The monitoring view populates with metric data from the given date and time, if available in the local stores.

Note: The view may take a moment to populate. The window will display Loading. . . while a data refresh
occurs.

If desired, click the Flash Backward I@I or Flash Forward I@I buttons in the web client toolbar.
The Flashback time steps, or adjusts, backward or forward by one minute. The time interval can be customized
(i.e. step by 10 minutes at a time).

For some views, click the Flash Backward Slightly I@| or Flash Foward Slightly '@I buttons for sub-minute
stepping through data.

Most collections are collected no quicker than at one-minute intervals. But for some collections, like Current
Statements, this adjusts the Flashback time by 10 seconds.

. . . . . | |
To return to real-time monitoring, click the icon @

During the time in flashback mode, real-time data was still collected. So, returning to real-time shows the latest
metric data.

The current view tab and all open view tabs return to real-time.

Viewing Long-term History (Reports)

Reporting on long-term history (months, years) can be done against the Central Repository database (CRB) using a
Reporting Server SAM.

Navigating Servers and Repositories
Navigation is done using the tree on the left side of the screen.

Identify a Reporting Server in the organization. This may be a CAS or a designated SAM.

1.

Click on the desired Domain in the tree.

The Domain branch opens, expanding to a list of SAMs in the given Domain.

Click on the desired SAM in the tree that is a Reporting Server.

The SAM branch opens, expanding to a list of agents running on the given SAM. The action panel displays
actions and views related to the SAM itself.

Click on the REPOS agent in the tree.

The action panel fills with Long-term History (Reporting) categories for different database types, as well as an
Agent Properties link.

Opening Long-term History (Reporting) Views

Once the REPOS agent on a Reporting Server is selected, you can drill down into a database type category and see
long-term historical data from the Central Repository database (CRDB).

Determine the starting and ending date and time for the time range you wish to report on. For example: for a monthly
report, the months of January through May in the current year. Also determine the sample hosts (SAMs) and entities
that you wish to include in the report (that is, the metric data originating from those sample hosts and entities are
included in the report; the Central Repository contains metric data from many sample hosts and entities, so the report
needs to narrow down what you are interested in).

The long-term history (reporting) views provide metric data over the long-term, such as months or years. Each view
is interactive, so you can browse different sample hosts and entities, as well as scroll graphs and zoom in and out. You
can also export the report as a PDF.

1.

Click on the desired database type category in the tree.
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The action panel fills with Long-term History (Reporting) views for the given database type, as well as an Agent
Views link to return to the previous action panel.

Select the desired long-term history (reporting) view from the list shown in the action panel.
The long-term history view populates the window on the right side. The view still requires the sample host name,
entity name, and a time range before it can show metric data.

Select the desired sample host (SAM) from the dropdown in the Sample Host ficld, or enter a name.

You may specify a wildcard (%) in the field, to select multiple sample hosts. For example, to select all sample
hosts: &

The Entity dropdown list fills with only those entities available for the given sample host(s).

Select the desired entity from the dropdown in the Entity field, or enter a name.

You may specify a wildcard (%) in the field, to select multiple entities. For example, to select all entities for the
given sample host(s): %

Select a starting date and time in the From field.

a) 1 .'..!'“
In the From field, click on the little calendar =,
A time selector and date calendar pops up, along with several quick links for common times.

b) Select the date and time for the oldest metric data to find.
c)

=
Click on the green arrow button !_) to confirm the new date and time.
Select an ending date and time in the To field.
a) “.'..!'“

In the To field, click on the little calendar ===/,
A time selector and date calendar pops up, along with several quick links for common times.

b) Select the date and time for the newest metric data to find.

¢)

r'-_-\
Click on the green arrow button E_a to confirm the new date and time.

Click the Go button.
The long-term history (reporting) view populates with metric data.

Note: The view may take several minutes to populate. The window will display Loading. . . while a data
refresh occurs.

In the output part of the report, select the desired output sample host (SAM) from the dropdown in the Sample
Host field, or enter a name.
The Entity dropdown list, in the report output, fills with only those entities available for the given sample host(s).

In the output part of the report, select the desired entity from the dropdown in the Entity field, or enter a name.

10. Depending on the type of report, there may be additional fields to complete in the output section, to select the

11.

metric data to show.
After all output fields are selected / completed, metric data is shown (i.e. graphs, grids) in the output part of the
report.

=
Optionally, click on the green arrow button E_a in the upper-right part of the screen to export the report in PDF
format.
An additional dialog will appear to ask where to store the PDF file on the local computer.
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Viewing Alerts

Alerts, especially open incidents, can be viewed in a flat view, by server, or by
entity (database).

Click on the Alerts tab, in the upper-right part of the main screen, to view
alerts.

The Alerts tab has links for:

Incidents A flat view of all incidents.

Servers Incidents organized according to server.

Entities Incidents organized according to entity (database).
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Performing Actions

Topics:

Terminating a Database
Session



Terminating a Database Session
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Administering Monitoring

Topics:

» Configuring Alerting

» Configuring Recent History

» Configuring Long-term History
(Reports)

* Entity Management

« SAM Management

* User and Role Management




Configuring Alerting

Configuring Recent History

Configuring Long-term History (Reports)

Entity Management

SAM Management

User and Role Management
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